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Using the Information security manual

Executive summary

Purpose

The purpose of the Information security manual (ISM) is to outline a cybersecurity framework that an organisation can
apply, using their risk management framework, to protect their information technology and operational technology
systems from cyberthreats.

Intended audience

The ISM is intended for chief information security officers (CISOs), chief information officers, cybersecurity
professionals and information technology managers.

Authority

The ISM represents the considered advice of the Australian Signals Directorate (ASD). This advice is provided in
accordance with ASD’s designated functions under the Intelligence Services Act 2001.

ASD also provides cybersecurity advice in the form of Australian Communications Security Instructions and other
cybersecurity-related publications. In these cases, operating system, application and device-specific advice may take
precedence over the advice in the ISM.

Legislation and legal considerations

An organisation is not required as a matter of law to comply with the ISM, unless legislation, or a direction given
under legislation or by some other lawful authority, compels them to comply. Furthermore, the ISM does not override
any obligations imposed by legislation or law. Finally, if the ISM conflicts with legislation or law, the latter takes
precedence.

While the ISM contains examples of when legislation or laws may be relevant for an organisation, there is no
comprehensive consideration of such issues. When designing, operating and decommissioning systems, an
organisation is encouraged to familiarise themselves with relevant legislation, such as the Archives Act 1983, Privacy
Act 1988, Security of Critical Infrastructure Act 2018 and Telecommunications (Interception and Access) Act 1979.

Cybersecurity principles

The purpose of the cybersecurity principles within the ISM is to provide strategic guidance on how an organisation can
protect their information technology and operational technology systems from cyberthreats. These cybersecurity
principles are grouped into five functions: govern, identify, protect, detect and respond. An organisation should be
able to demonstrate that the cybersecurity principles are being adhered to within their organisation.

Cybersecurity guidelines
The purpose of the cybersecurity guidelines within the ISM is to provide practical guidance on how an organisation

can protect their information technology and operational technology systems from cyberthreats. An organisation
should consider the cybersecurity guidelines that are relevant to each of the systems they operate.
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Applying a risk-based approach to cybersecurity

Using a risk management framework

The risk management framework used by the ISM draws from National Institute of Standards and Technology (NIST)
Special Publication (SP) 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations: A
System Life Cycle Approach for Security and Privacy. Broadly, the risk management framework used by the ISM has six
steps: define the system, select controls, implement controls, assess controls, authorise the system and monitor the
system.

Define the system

Determine the system boundary, business criticality and security objectives for the system based on an assessment
of the impact if it were to be compromised.

When embarking upon the design of a system, the system boundary, business criticality and security objectives for the
system, based on confidentiality, integrity and availability requirements, should be determined. This will ultimately
guide activities, such as selecting and tailoring controls, to meet those security objectives and determine the level of
residual security risk that will be accepted before the system is authorised to operate.

Following the determination of the system boundary, business criticality and security objectives for a system, a
description of the system and its characteristics should be documented in the system’s system security plan.

Select controls

Select controls for the system and tailor them to achieve desired security objectives.

Each cybersecurity guideline discusses security risks associated with the topics it covers. Paired with these discussions
are controls that ASD considers to provide efficient and effective mitigations based on their suitability to achieve the
security objectives for a system. To assist with selecting and tailoring controls for a system, each control is assigned an
applicability marking. For example, ‘NC’ for the protection of non-classified systems (including both government and
non-government systems), ‘OS’ for the protection of OFFICIAL: Sensitive systems, ‘P’ for the protection of PROTECTED
systems, ‘S’ for the protection of SECRET systems and ‘TS’ for the protection of TOP SECRET systems.

While security risks and controls are discussed in the cybersecurity guidelines, and act as a baseline, they should not
be considered an exhaustive list for a specific system type or technology. As such, the cybersecurity guidelines provide
an important input into an organisation’s risk identification and risk treatment activities however do not represent the
full extent of such activities.

While the cybersecurity guidelines can assist with risk identification and risk treatment activities, an organisation will
still need to undertake their own risk analysis and risk evaluation activities due to the unique nature of each system,
its operating environment and the organisation’s risk tolerances.

Following the selection and tailoring of controls for a system, including the identification of any inherited common
controls, they should be recorded along with the details of their planned implementation in the system’s system
security plan annex. In addition, and as appropriate, controls should also be recorded in the system’s cybersecurity
incident response plan, change and configuration management plan, and continuous monitoring plan.

Finally, the selection of controls for a system, as documented in the system’s system security plan annex, should be
approved by the system’s authorising officer.
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Implement controls
Implement controls for the system and its operating environment.

Once suitable controls have been identified for a system, and approved by its authorising officer, they should be
implemented. In doing so, the details of their actual implementation, if different from their planned implementation,
should be documented in the system’s system security plan annex.

Assess controls

Assess controls for the system and its operating environment to determine if they have been implemented
correctly and are operating as intended.

In conducting a security assessment, it is important that the assessor, system owner and authorising officer first agree
to the scope, type and extent of assessment activities, which may be documented in a security assessment plan, such
that any risks associated with the security assessment can be appropriately managed. To a large extent, the scope of
the security assessment will be determined by the type of system and controls that have been implemented for the
system and its operating environment.

For TOP SECRET systems, including sensitive compartmented information systems, security assessments can be
undertaken by ASD assessors (or their delegates). For non-classified, OFFICIAL: Sensitive, PROTECTED and SECRET
systems, security assessments can be undertaken by an organisation’s own assessors or Infosec Registered Assessors
Program (IRAP) assessors. In all cases, assessors should hold an appropriate security clearance and have an
appropriate level of experience and understanding of the type of system they are assessing.

At the conclusion of a security assessment, a security assessment report should be produced outlining the scope of
the security assessment, the system’s strengths and weaknesses, security risks associated with the operation of the
system, the effectiveness of the implementation of controls, and any recommended remediation actions. This will
assist in performing any initial remediation actions as well as guiding the development of the system’s plan of action
and milestones.

Authorise the system

Authorise the system to operate based on the acceptance of the security risks associated with its operation.

Before a system can be granted authorisation to operate, sufficient information should be provided to the authorising
officer in order for them to make an informed risk-based decision as to whether the security risks associated with its
operation are acceptable or not. This information should take the form of an authorisation package that includes the
system’s system security plan, cybersecurity incident response plan, change and configuration management plan,
continuous monitoring plan, security assessment report, and plan of action and milestones.

In some cases, the security risks associated with a system’s operation will be acceptable and it will be granted an
ongoing authorisation to operate. However, in other cases the security risks associated with the operation of a system
may be unacceptable. In such cases, the authorising officer may request further work be undertaken by the system
owner. In the intervening time, the authorising officer may choose to grant authorisation to operate but with
constraints placed on the system’s use, such as limiting the system’s functionality or specifying an expiration date for
authorisation to operate. Finally, if the authorising officer deems the security risks to be unacceptable, regardless of
any potential constraints placed on the system’s use, they may deny authorisation to operate until such time that
sufficient remediation actions, if possible, have been completed to an acceptable standard.

For TOP SECRET systems, including sensitive compartmented information systems, the authorising officer is Director-

General ASD (or their delegate). For non-classified, OFFICIAL: Sensitive, PROTECTED and SECRET systems, the
authorising officer is an organisation’s CISO (or their delegate).
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For multinational and multi-organisation systems, the authorising officer should be determined by a formal
agreement between the parties involved.

For commercial providers providing services to an organisation, the authorising officer is the CISO of the supported
organisation (or their delegate).

In all cases, the authorising officer should have an appropriate level of seniority and understanding of security risks
they are accepting on behalf of their organisation. In cases where an organisation does not have a CISO, the

authorising officer could be a chief security officer, a chief information officer or other senior executive within the
organisation.

Monitor the system
Monitor the system, and associated cyberthreats, security risks and controls, on an ongoing basis.
Real-time monitoring of cyberthreats, security risks and controls associated with a system and its operating
environment, as outlined in a continuous monitoring plan, is essential to maintaining its security posture. In doing so,
specific events may necessitate additional risk management activities. Such events may include:

= changes in security policies relating to the system

= detection of new or emerging cyberthreats to the system or its operating environment

= the discovery that controls for the system are not as effective as planned

= amajor cybersecurity incident involving the system

= major architectural changes to the system.
Following the implementation or modification of any controls as a result of risk management activities, another
security assessment should be completed. In doing so, the system’s authorisation package should be updated. This in
turn allows the authorising officer to make an informed risk-based decision as to whether the security risks associated
with the system’s operation are still acceptable. If the security risks are no longer acceptable, the authorising officer

may choose to either place constraints on the system’s use, such as introducing or amending an expiration date for
authorisation to operate, or revoke authorisation to operate altogether.

Further information
Further information on various risk management frameworks and practices can be found in the following publications:

= International Organization for Standardization (ISO) 31000:2018, Risk management — Guidelines

= International Electrotechnical Commission 31010:2019, Risk management — Risk assessment techniques

= |SO/International Electrotechnical Commission 27005:2022, Information security, cybersecurity and privacy
protection — Guidance on managing information security risks

= NIST SP 800-30 Rev. 1, Guide for Conducting Risk Assessments

= NIST SP 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations: A System Life
Cycle Approach for Security and Privacy.

Further information on the purpose of IRAP is available from ASD.
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Cybersecurity principles

The cybersecurity principles

Purpose of the cybersecurity principles

The purpose of the cybersecurity principles is to provide strategic guidance on how an organisation can protect their
information technology and operational technology systems from cyberthreats. These cybersecurity principles are
grouped into five functions:

Govern (GOV): Develop and maintain a strong and resilient cybersecurity culture.
Identify (IDE): Identify assets and associated security risks.

Protect (PRO): Implement and maintain controls to manage security risks.

Detect (DET): Detect and analyse cybersecurity events to identify cybersecurity incidents.

Respond (RES): Respond to and recover from cybersecurity incidents.

Govern principles

The govern principles are:

GOV-01: The board of directors or executive committee is accountable for cybersecurity.
GOV-02: A chief information security officer provides leadership and oversight of cybersecurity activities.

GOV-03: Security risk management activities for systems (cyber supply chains, infrastructure, operating systems,
applications and data) are embedded into organisational risk management frameworks.

GOV-04: Suitable and sufficient personnel and resources are identified and acquired in support of cybersecurity
activities.

GOV-05: Security risks for systems (cyber supply chains, infrastructure, operating systems, applications and data)
are accepted before they are authorised for use and continuously monitored and managed throughout their
operational life.

GOV-06: Security risks for systems (cyber supply chains, infrastructure, operating systems, applications and data)
are transparently and mutually communicated with stakeholders.

GOV-07: Security risk management, and associated cybersecurity activities, are regularly reviewed to identify
potential improvements in processes and procedures.

Identify principles

The identify principles are:

Information security manual
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= |DE-02: The confidentiality, integrity and availability requirements for systems (cyber supply chains,
infrastructure, operating systems, applications and data) are determined and documented.

= |DE-03: Security risks for systems (cyber supply chains, infrastructure, operating systems, applications and data)
are identified and documented along with any associated risk management decisions.

Protect principles
The protect principles are:
=  PRO-01: Systems (infrastructure, operating systems and applications) are planned, designed, developed, tested,
deployed, maintained and decommissioned according to their business criticality and their confidentiality,
integrity and availability requirements.
=  PRO-02: Systems (infrastructure, operating systems and applications) are planned, designed, developed, tested,
deployed, maintained and decommissioned using Secure by Design and Secure by Default principles and

practices.

= PRO-03: Systems (infrastructure, operating systems, applications and data) are delivered and supported by
trusted suppliers.

=  PRO-04: Systems (infrastructure, operating systems and applications) are configured to reduce their attack
surface.

=  PRO-05: Systems (infrastructure, operating systems, applications and data) are administered in a secure and
accountable manner.

= PRO-06: Vulnerabilities in systems (cyber supply chains, infrastructure, operating systems, applications and data)
are identified and mitigated in a timely manner.

=  PRO-07: Only trusted and supported operating systems, applications and code can execute on systems.
= PRO-08: Data is encrypted at rest and in transit.
=  PRO-09: Data communicated between different security domains is controlled and inspectable.

= PRO-10: Operating systems, applications, settings and data are backed up in a secure and proven manner on a
regular basis.

= PRO-11: Only trusted and vetted personnel are granted access to systems (cyber supply chains, infrastructure,
operating systems, applications and data).

=  PRO-12: Personnel are granted the minimum access to systems (cyber supply chains, infrastructure, operating
systems, applications and data) required to undertake their duties.

=  PRO-13: Robust and secure identity, credential and access management is used to control access to systems
(cyber supply chains, infrastructure, operating systems, applications and data).

=  PRO-14: Personnel are provided with ongoing cybersecurity awareness training tailored to their duties.

=  PRO-15: Physical access to systems (infrastructure) is restricted to authorised personnel and monitored for
unusual activities.
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Detect principles
The detect principles are:

=  DET-01: Security-relevant event logs are centrally collected and stored securely, then analysed in a timely
manner to detect cybersecurity events.

= DET-02: Security-relevant configuration changes are centrally collected and stored securely, then analysed in a
timely manner to detect cybersecurity events.

=  DET-03: Cybersecurity events are analysed in a timely manner to identify cybersecurity incidents.
Respond principles
The respond principles are:
= RES-01: Cybersecurity incident response, business continuity and disaster recovery plans support continued
business operations during cybersecurity incidents, and the resumption of normal business operations following

cybersecurity incidents.

= RES-02: Cybersecurity incidents, including associated response activities, are reported internally and externally
to relevant bodies and stakeholders in a timely manner.

= RES-03: Cybersecurity incidents are contained, eradicated and recovered from in a timely manner.

=  RES-04: Lessons learnt from cybersecurity incidents are captured, and areas for improvement are identified and
actioned in a timely manner.

= RES-05: Security risks for systems (cyber supply chains, infrastructure, operating systems, applications and data)
are accepted prior to the resumption of normal business operations following cybersecurity incidents.
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Guidelines for cybersecurity roles

Board of directors and executive committee

Embedding cybersecurity

To ensure that cybersecurity is embedded throughout an organisation, it is important that the board of directors or
executive committee commits to defining clear roles and responsibilities for cybersecurity, integrating cybersecurity
throughout all business functions within their organisation, aligning the cybersecurity strategy for their organisation
with the overarching strategic direction and business strategy, and seeking regular briefings or reporting on the
cybersecurity posture of their organisation and the threat environment in which it operates.

Control: ISM-1997; Revision: 0; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The board of directors or executive committee defines clear roles and responsibilities for cybersecurity both within the
board of directors or executive committee and broadly within their organisation.

Control: ISM-1998; Revision: 0; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The board of directors or executive committee ensures that cybersecurity is integrated throughout all business
functions within their organisation.

Control: ISM-1999; Revision: 0; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The board of directors or executive committee ensures the cybersecurity strategy for their organisation is aligned with
the overarching strategic direction and business strategy for their organisation.

Control: ISM-2000; Revision: 0; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

The board of directors or executive committee seeks regular briefings or reporting on the cybersecurity posture of their
organisation, as well as the threat environment in which they operate, from internal and external subject matter
experts.

Championing a positive cybersecurity culture

To provide cybersecurity leadership within an organisation, it is important that the board of directors or executive
committee champions a positive cybersecurity culture, including through leading by example.

Control: ISM-2001; Revision: 0; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The board of directors or executive committee champions a positive cybersecurity culture within their organisation,
including through leading by example.

Building cybersecurity expertise

To assist with embedding cybersecurity throughout an organisation, it is important that the board of directors or
executive committee maintains a sufficient level of cybersecurity literacy to fulfil both their fiduciary duties and any
legislative or regulatory obligations. In addition, the board of directors or executive committee should maintain
awareness of key cybersecurity recruitment activities, retention rates for cybersecurity personnel, and cybersecurity
skills and experience gaps for their organisation. Finally, the board of directors or executive committee should support
the development of cybersecurity skills and experience for all personnel within their organisation.

Control: ISM-2002; Revision: 0; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

The board of directors or executive committee maintains a sufficient level of cybersecurity literacy to fulfil both their
fiduciary duties and any legislative or regulatory obligations.
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Control: ISM-2003; Revision: 0; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The board of directors or executive committee maintains awareness of key cybersecurity recruitment activities,
retention rates for cybersecurity personnel, and cybersecurity skills and experience gaps within their organisation.

Control: ISM-2004; Revision: 0; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The board of directors or executive committee supports the development of cybersecurity skills and experience for all
personnel via internal and external cybersecurity awareness raising and training opportunities.

Identifying critical business assets

In order for the board of directors or executive committee to fulfil both their fiduciary duties and any legislative or
regulatory obligations, it is important that they understand the business criticality of their organisation’s systems,
including a basic understanding of what exists, their value, where they reside, who has access, who might seek access,
how they are protected, and how that protection is verified.

Control: ISM-2005; Revision: 1; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

The board of directors or executive committee understands the business criticality of their organisation’s systems,
including at least a basic understanding of what exists, their value, where they reside, who has access, who might seek
access, how they are protected, and how that protection is verified.

Planning for major cybersecurity incidents

In order for the board of directors or executive committee to fulfil both their fiduciary duties and any legislative or
regulatory obligations, it is important that they plan for major cybersecurity incidents, including by participating in
exercises, and understand their duties in relation to such cybersecurity incidents.

Control: ISM-2006; Revision: 0; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

The board of directors or executive committee plans for major cybersecurity incidents, including by participating in
exercises, and understand their duties in relation to such cybersecurity incidents.

Further information

Further information on how the board of directors or executive committee can protect themselves from cyberthreats
can be found in the Australian Signals Directorate’s (ASD) Practical cybersecurity tips for business leaders publication.

Further information on questions the board of directors or executive committee should be asking of their organisation
can be found in ASD’s Questions for the board of directors to ask about cybersecurity and Ten things to know about
data security publications.

Further information on how the board of directors or executive committee can plan for major cybersecurity incidents
can be found in ASD’s Planning for critical vulnerabilities: What the board of directors needs to know publication.

Further information on cybersecurity considerations for the board of directors or executive committee during
mergers, acquisitions and Machinery of Government changes can be found in ASD’s Mergers, acquisitions and
Machinery of Government changes publication.

Further information on cybersecurity responsibilities and duties of the board of directors or executive committee can
be found in the United Kingdom’s National Cyber Security Centre’s Cyber Security Toolkit for Boards.

Information security manual 9


https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/practical-cybersecurity-tips-business-leaders
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/governance/questions-board-directors-ask-about-cybersecurity
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/governance/ten-things-know-about-data-security
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/governance/ten-things-know-about-data-security
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/incident-response/planning-critical-vulnerabilities-what-board-directors-needs-know
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/governance/mergers-acquisitions-and-machinery-government-changes
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/governance/mergers-acquisitions-and-machinery-government-changes
https://www.ncsc.gov.uk/collection/board-toolkit

L] AUSTRALIAN
SIGNALS
- = DIRECTORATE

/ c (‘\ C Ausm:\l;en
Cyber Security
Y D) Centre

Chief information security officer

Breadth of responsibilities

The role of the chief information security officer (CISO) within an organisation should extend to information
technology and operational technology. However, where appropriate and practical to do so, responsibility for
operational technology cybersecurity may be delegated by the CISO.

Within this section, the breadth of responsibilities for information technology and operational technology are
collectively referenced under the banner of cybersecurity.

Required skills and experience

The role of the CISO requires a combination of technical and soft skills, such as business acumen, leadership,
communications and relationship building. Additionally, a CISO should adopt a continuous approach to learning and
up-skilling in order to maintain pace with the cyberthreat landscape and new technologies. It is expected that a CISO
show innovation and imagination in conceiving and delivering cybersecurity strategies for their organisation.

Providing cybersecurity leadership and guidance

To provide cybersecurity leadership and guidance within an organisation (for information technology and operational
technology), it is important that the organisation appoints a CISO.

Control: ISM-0714; Revision: 7; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
A CISO is appointed to provide cybersecurity leadership and guidance for their organisation (covering information
technology and operational technology).

Overseeing the cybersecurity program

The CISO within an organisation is responsible for overseeing their organisation’s cybersecurity program and ensuring
compliance with cybersecurity policy, standards, regulations and legislation. They are likely to work with a chief
security officer, a chief information officer and other senior executives within their organisation.

Control: ISM-1478; Revision: 2; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The CISO oversees their organisation’s cybersecurity program and ensures their organisation’s compliance with
cybersecurity policy, standards, regulations and legislation.

Control: ISM-1617; Revision: 1; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

The CISO reqularly reviews and updates their organisation’s cybersecurity program to ensure its relevance in
addressing cyberthreats and harnessing business and cybersecurity opportunities.

Control: ISM-1966; Revision: 0; Updated: Dec-24; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

The CISO develops, implements, maintains and verifies on a regular basis a register of systems used by their

organisation.

Control: ISM-0724; Revision: 3; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The CISO implements cybersecurity measurement metrics and key performance indicators for their organisation.

Coordinating cybersecurity

The CISO is responsible for ensuring the alignment of cybersecurity and business objectives within their organisation.
To achieve this, they should facilitate communication between cybersecurity and business stakeholders. This includes
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translating cybersecurity concepts and language into business concepts and language, as well as ensuring that
business teams consult with cybersecurity teams to determine appropriate controls when planning new business
projects. Additionally, as the CISO is responsible for the development of their organisation’s cybersecurity program,
they are best placed to advise projects on the strategic direction of cybersecurity within their organisation.
Control: ISM-0725; Revision: 4; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

The CISO coordinates cybersecurity and business alignment through a cybersecurity steering committee or advisory
board, comprising of key cybersecurity and business executives, which meets formally and on a regular basis.

Control: ISM-0726; Revision: 3; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The CISO coordinates security risk management activities between cybersecurity and business teams.

Reporting on cybersecurity
The CISO is responsible for reporting cybersecurity matters to their organisation’s board of directors or executive
committee, as well as their organisation’s audit, risk and compliance committee (or equivalent). In doing so, it is
important that reporting is done directly by the CISO rather than via other senior executives within their organisation.
This ensures reporting remains accurate and free of any conflicts of interest.
Reporting should cover:

= the organisation’s security risk profile

= the status of key systems and any outstanding security risks

= any planned cybersecurity uplift activities

= any recent cybersecurity incidents

= expected returns on cybersecurity investments.

Reporting on cybersecurity matters should be structured by business functions, regions or legal entities and support a
consolidated view of an organisation’s security risks.

It is important that the CISO is able to translate security risks into operational risks for their organisation, including
financial and legal risks, in order to enable more holistic conversations about their organisation’s risks.

Control: ISM-0718; Revision: 5; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

The CISO regularly reports directly to their organisation’s board of directors or executive committee on cybersecurity
matters.

Control: ISM-1918; Revision: 1; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

The CISO reqularly reports directly to their organisation’s audit, risk and compliance committee (or equivalent) on
cybersecurity matters.

Overseeing cybersecurity incident response activities

To ensure the CISO is able to accurately report to their organisation’s board of directors or executive committee on
cybersecurity matters, it is important they are fully aware of all cybersecurity incidents within their organisation.

The CISO is also responsible for overseeing their organisation’s response to cybersecurity incidents, including how
internal teams respond and communicate with each other during cybersecurity incidents. In the event of a major
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cybersecurity incident, the CISO should be prepared to step into a crisis management role. They should understand
how to bring clarity to the situation and communicate effectively with internal and external stakeholders.

Control: ISM-0733; Revision: 3; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The CISO is fully aware of all cybersecurity incidents within their organisation.

Control: ISM-1618; Revision: 1; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The CISO oversees their organisation’s response to cybersecurity incidents.

Contributing to business continuity and disaster recovery planning

The CISO is responsible for contributing to the development, implementation and maintenance of their organisation’s
business continuity and disaster recovery plans, with the aim to improve business resilience and ensure the continued
operation of critical business processes.

Control: ISM-0734; Revision: 4; Updated: Sep-23; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

The CISO contributes to the development, implementation and maintenance of business continuity and disaster
recovery plans for their organisation to ensure that business-critical services are supported appropriately in the event
of a disaster.

Communicating a cybersecurity vision and strategy

To assist in facilitating cybersecurity cultural change and awareness within their organisation, across their
organisation’s cyber supply chain and among their organisation’s customers, the CISO should act as a cybersecurity
leader and regularly communicate the cybersecurity vision and strategy for their organisation. In doing so, a
cybersecurity communications strategy can be helpful in achieving this outcome. As part of this, communication styles
and content should be tailored to different target audiences.

Control: ISM-0720; Revision: 4; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The CISO oversees the development, implementation and maintenance of a cybersecurity communications strategy to
assist in communicating the cybersecurity vision and strategy for their organisation.

Working with suppliers

The CISO is responsible for ensuring that consistent vendor management processes are applied across their
organisation, from discovery through to ongoing management. As supplier relationships come with additional security
risks, the CISO should assist personnel with assessing cyber supply chain risks and understand the security impacts of
entering into contracts with suppliers.

Control: ISM-0731; Revision: 2; Updated: Oct-20; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The CISO oversees cyber supply chain risk management activities for their organisation.

Receiving and managing a dedicated cybersecurity budget
Receiving and managing a dedicated cybersecurity budget will ensure the CISO has sufficient access to funding to
support their cybersecurity program, including cybersecurity uplift activities and responding to cybersecurity

incidents.

Control: ISM-0732; Revision: 3; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The CISO receives and manages a dedicated cybersecurity budget for their organisation.
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Overseeing cybersecurity personnel

The CISO is responsible for the cybersecurity workforce within their organisation, including plans to attract, train and
retain cybersecurity personnel. The CISO should also delegate relevant tasks to cybersecurity managers and other
personnel as required to support cybersecurity activities within their organisation and provide them with adequate
authority and resources to perform their duties.

Control: ISM-0717; Revision: 3; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The CISO oversees the management of cybersecurity personnel within their organisation.

Control: ISM-2020; Revision: 0; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The CISO ensures sufficient cybersecurity personnel, with the right skills and experience, are acquired to support
cybersecurity activities within their organisation.

Overseeing cybersecurity awareness raising

To ensure personnel are actively contributing to the security culture of their organisation, a cybersecurity awareness
training program should be developed, implemented and maintained. As the CISO is responsible for cybersecurity
within their organisation, they should oversee the development, implementation and maintenance of the
cybersecurity awareness training program.

Control: ISM-0735; Revision: 4; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

The CISO oversees the development, implementation and maintenance of their organisation’s cybersecurity awareness
training program.

Further information

Further information on responding to cybersecurity incidents can be found in the managing cybersecurity incidents
section of the Guidelines for cybersecurity incidents.

Further information on the development of a cybersecurity strategy can be found in the development and
maintenance of cybersecurity documentation section of the Guidelines for cybersecurity documentation.

Further information on cyber supply chain risk management can be found in the cyber supply chain risk management
section of the Guidelines for procurement and outsourcing.

Further information on the procurement of outsourced services can be found in the managed services and cloud
services section of the Guidelines for procurement and outsourcing.

Further information on cybersecurity awareness training programs can be found in the cybersecurity awareness
training section of the Guidelines for personnel security.

System owners

System ownership and oversight

System owners are responsible for ensuring the secure operation of their systems. However, system owners may
delegate the day-to-day management and operation of their systems to system managers. It is recommended that
system owners collaborate with their organisation’s internal cybersecurity teams or engage external cybersecurity
specialists to assist them with their cybersecurity responsibilities.
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Control: ISM-1071; Revision: 1; Updated: Sep-18; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Each system has a designated system owner.

Control: ISM-1525; Revision: 1; Updated: Jan-21; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
System owners register each system with its authorising officer.

Protecting systems and their resources
Broadly, the risk management framework used by the Information security manual has six steps: define the system,

select controls, implement controls, assess controls, authorise the system and monitor the system. System owners are
responsible for the implementation of this six-step risk management framework for each of their systems.

Control: ISM-1633; Revision: 1; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
System owners, in consultation with each system’s authorising officer, determine the system boundary, business
criticality and security objectives for each system based on an assessment of the impact if it were to be compromised.

Control: ISM-1203; Revision: 1; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
System owners, in consultation with each system’s authorising officer, conduct a threat and risk assessment for each
system.

Control: ISM-1634; Revision: 2; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
System owners, in consultation with each system’s authorising officer, select controls for each system and tailor them
to achieve desired security objectives.

Control: ISM-0009; Revision: 4; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
System owners, in consultation with each system’s authorising officer, identify any supplementary controls required
based upon the unique nature of each system, its operating environment and the organisation’s risk tolerances.

Control: ISM-1635; Revision: 2; Updated: Jun-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
System owners implement controls for each system and its operating environment.

Control: ISM-1636; Revision: 3; Updated: Mar-25; Applicability: NC, OS, P, S; Essential Eight: N/A

System owners, in consultation with each system’s authorising officer, ensure controls for each non-classified,
OFFICIAL: Sensitive, PROTECTED and SECRET system and its operating environment undergo a security assessment by
their organisation’s own assessors or Infosec Registered Assessor Program (IRAP) assessors to determine if they have
been implemented correctly and are operating as intended.

Control: ISM-1967; Revision: 1; Updated: Mar-25; Applicability: TS; Essential Eight: N/A

System owners, in consultation with each system’s authorising officer, ensure controls for each TOP SECRET system
and its operating environment, including each sensitive compartmented information system and its operating
environment, undergo a security assessment by ASD assessors (or their delegates) to determine if they have been
implemented correctly and are operating as intended.

Control: ISM-0027; Revision: 5; Updated: Dec-24; Applicability: NC, OS, P, S; Essential Eight: N/A
System owners obtain authorisation to operate each non-classified, OFFICIAL: Sensitive, PROTECTED and SECRET
system from its authorising officer based on the acceptance of the security risks associated with its operation.

Control: ISM-1968; Revision: 0; Updated: Dec-24; Applicability: TS; Essential Eight: N/A

System owners obtain authorisation to operate each TOP SECRET system, including each sensitive compartmented
information system, from Director-General ASD (or their delegate) based on the acceptance of the security risks
associated with its operation.

Information security manual 14


https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism

L] AUSTRALIAN
SIGNALS
- = DIRECTORATE

/ c (‘\ C Australian
Cyber Security
Y D) Centre

Control: ISM-1526; Revision: 3; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
System owners monitor each system, and associated cyberthreats, security risks and controls, on an ongoing basis.

Control: ISM-2021; Revision: 0; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
System owners implement and maintain data minimisation practices for each of their systems.

Annual reporting of system security status

Annual reporting by system owners on the security status of their systems to their authorising officer can assist the
authorising officer in maintaining awareness of the security posture of systems within their organisation.

Control: ISM-1587; Revision: 0; Updated: Aug-20; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
System owners report the security status of each system to its authorising officer at least annually.

Further information

Further information on using the Information security manual’s six-step risk management framework can be found in
the applying a risk-based approach to cybersecurity section of Using the Information security manual.

Further information on the purpose of IRAP is available from ASD.

Further information on monitoring systems and their operating environments can be found in the event logging and
monitoring section of the Guidelines for system monitoring.
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Guidelines for cybersecurity incidents

Managing cybersecurity incidents

Cybersecurity events

A cybersecurity event is an occurrence of a system, service or network state indicating a possible breach of security
policy, failure of safeguards or a previously unknown situation that may be relevant to security.

Cybersecurity incidents

A cybersecurity incident is an unwanted or unexpected cybersecurity event, or a series of such events, that either has
compromised business operations or has a significant probability of compromising business operations.

Cyber resilience

Cyber resilience is the ability to adapt to disruptions caused by cybersecurity incidents while maintaining continuous
business operations. This includes the ability to detect, manage and recover from cybersecurity incidents.

Detecting cybersecurity incidents
One of the core elements of detecting and investigating cybersecurity incidents is the availability of appropriate data
sources, such as event logs. The following event logs can be used by an organisation to assist with detecting and

investigating cybersecurity incidents:

=  Artificial intelligence applications: May assist in identifying anomalous or malicious code or user behaviour
indicating an exploitation attempt or successful compromise.

= Cross Domain Solutions: May assist in identifying anomalous or malicious network traffic indicating an
exploitation attempt or successful compromise.

= Databases: May assist in identifying anomalous or malicious code or user behaviour indicating an exploitation
attempt or successful compromise.

= Domain Name System services: May assist in identifying attempts to resolve malicious domain names or
Internet Protocol addresses indicating an exploitation attempt or successful compromise.

=  Email servers: May assist in identifying users targeted with phishing emails thereby helping to identify the initial
vector of a compromise.

= Gateways: May assist in identifying anomalous or malicious network traffic indicating an exploitation attempt or
successful compromise.

= Mobile applications: May assist in identifying anomalous or malicious code or user behaviour indicating an
exploitation attempt or successful compromise.

=  Multifunction devices: May assist in identifying anomalous or malicious user behaviour indicating a
cybersecurity incident.

=  Operating systems: May assist in identifying anomalous or malicious activity indicating an exploitation attempt
or successful compromise.
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= Remote access services: May assist in identifying unusual locations of access or times of access indicating an
exploitation attempt or successful compromise.

= Security products: May assist in identifying anomalous or malicious code or network traffic indicating an
exploitation attempt or successful compromise.

=  Server applications: May assist in identifying anomalous or malicious code or user behaviour indicating an
exploitation attempt or successful compromise.

= System access: May assist in identifying anomalous or malicious user behaviour indicating an exploitation
attempt or successful compromise.

= User applications: May assist in identifying anomalous or malicious code or user behaviour indicating an
exploitation attempt or successful compromise.

= Web applications: May assist in identifying anomalous or malicious code or user behaviour indicating an
exploitation attempt or successful compromise.

=  Web proxies: May assist in identifying anomalous or malicious network traffic indicating an exploitation attempt
or successful compromise.

Cybersecurity incident management policy

Establishing a cybersecurity incident management policy can increase the likelihood of successfully planning for,
detecting and responding to malicious activity on networks and hosts, such as cybersecurity events and cybersecurity
incidents. In doing so, a cybersecurity incident management policy will likely cover the following:

= responsibilities for planning for, detecting and responding to cybersecurity incidents
= resources assigned to cybersecurity incident planning, detection and response activities
= guidelines for triaging and responding to cybersecurity events and cybersecurity incidents.

Furthermore, as part of maintaining the cybersecurity incident management policy, it is important that it is, along with
its associated cybersecurity incident response plan, exercised at least annually to ensure it remains fit for purpose.

Control: ISM-0576; Revision: 11; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
A cybersecurity incident management policy, and associated cybersecurity incident response plan, is developed,
implemented and maintained.

Control: ISM-1784; Revision: 2; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The cybersecurity incident management policy, including the associated cybersecurity incident response plan, is
exercised at least annually.

Cybersecurity incident register

Developing, implementing and maintaining a cybersecurity incident register can assist with ensuring that appropriate
remediation activities are undertaken in response to cybersecurity incidents. In addition, the types and frequency of
cybersecurity incidents, along with the costs of any remediation activities, can be used as an input to future risk
assessment activities.

Control: ISM-0125; Revision: 7; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
A cybersecurity incident register is developed, implemented and maintained.
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Control: ISM-1803; Revision: 1; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
A cybersecurity incident register contains the following for each cybersecurity incident:

= the date the cybersecurity incident occurred

= the date the cybersecurity incident was discovered

= g description of the cybersecurity incident

= any actions taken in response to the cybersecurity incident

= to whom the cybersecurity incident was reported.
Insider threat mitigation program
As an insider’s authorised access to systems and their resources may make them harder to detect when intentionally
performing malicious activities, establishing and maintaining an insider threat mitigation program can assist an
organisation to detect and respond to insider threats before they occur, or limit damage if they do occur. In doing so,
an organisation will likely obtain the most benefit by logging and analysing the following user activities:

= excessive copying or modification of data

= unauthorised or excessive use of removable media

= connecting devices capable of data storage to systems

= unusual system usage outside of normal business hours

= excessive data access or printing compared to their peers

= data transfers to unauthorised cloud services or webmail

= use of unauthorised Virtual Private Networks, file transfer applications or anonymity networks.

Control: ISM-1625; Revision: 2; Updated: Jun-24; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
An insider threat mitigation program is developed, implemented and maintained.

Control: ISM-1626; Revision: 1; Updated: Jun-24; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Legal advice is sought regarding the development and implementation of an insider threat mitigation program.

Access to sufficient data sources and tools

Successful detection of cybersecurity incidents requires trained cybersecurity personnel with access to sufficient data
sources, such as event logs, that are complemented by tools that support manual and automated analysis. As such, it
is important that during system design and development activities, functionality is added to systems to ensure that
sufficient data sources can be captured and provided to cybersecurity personnel.

Control: ISM-0120; Revision: 6; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

Cybersecurity personnel have access to sufficient data sources and tools to ensure that systems can be monitored for
key indicators of compromise.
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Reporting cybersecurity incidents

Reporting cybersecurity incidents to the chief information security officer, or one of their delegates, as soon as
possible after they occur or are discovered provides senior management with the opportunity to assess the impact to
their organisation and to oversee any cybersecurity incident response activities. Note, an organisation should also be
cognisant of any legislative obligations regarding the reporting of cybersecurity incidents to authorities.

Control: ISM-0123; Revision: 5; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: ML2, ML3

Cybersecurity incidents are reported to the chief information security officer, or one of their delegates, as soon as
possible after they occur or are discovered.

Reporting cybersecurity incidents to ASD
The Australian Signals Directorate (ASD) uses the cybersecurity incident reports it receives as the basis for providing
assistance to organisations. In addition, cybersecurity incident reports are used to identify trends and maintain an
accurate threat environment picture. Finally, ASD utilises this understanding to assist in the development of new and
updated cybersecurity advice, capabilities, and techniques to better prevent and respond to evolving cyberthreats.
Note, under ASD’s limited use obligation, information voluntarily provided to ASD about cybersecurity incidents, or
potential cybersecurity incidents, cannot be used for regulatory purposes.
An organisation is recommended to internally coordinate their reporting of cybersecurity incidents to ASD. In doing
so, the organisation should be cognisant of any legislative obligations regarding the reporting of cybersecurity
incidents to ASD.
The types of cybersecurity incidents that should be reported to ASD include:

= suspicious privileged user account lockouts

= suspicious remote access authentication events

=  service accounts suspiciously communicating with internet-based infrastructure

= compromise of sensitive or classified data

= unauthorised access or attempts to access a system

= emails with suspicious attachments or links

= denial-of-service attacks

=  ransomware attacks

= suspected tampering of electronic devices.

Control: ISM-0140; Revision: 9; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: ML2, ML3
Cybersecurity incidents are reported to ASD as soon as possible after they occur or are discovered.

Reporting cybersecurity incidents to customers and the public

Reporting cybersecurity incidents to customers and the public in a timely manner after they occur or are discovered is
one way that an organisation can demonstrate their commitment to transparency. Note, an organisation should also
be cognisant of any legislative obligations regarding the reporting of cybersecurity incidents to customers and the
public.
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Control: ISM-1880; Revision: 1; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Cybersecurity incidents that involve customer data are reported to customers and the public in a timely manner after
they occur or are discovered.

Control: ISM-1881; Revision: 1; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

Cybersecurity incidents that do not involve customer data are reported to customers and the public in a timely manner
after they occur or are discovered.

Further information

Further information on event logging can be found in the event logging and monitoring section of the Guidelines for
system monitoring.

Further information on cybersecurity incident response plans can be found in the system-specific cybersecurity
documentation section of the Guidelines for cybersecurity documentation.

Further information on preparing for and responding to cybersecurity incidents can be found in ASD’s Cybersecurity
incident response planning: Executive quidance and Cybersecurity incident response planning: Practitioner quidance
publications.

Further information on understanding, identifying and preventing the insider threat can be found in the Attorney-
General’s Department’s Countering the Insider Threat: A quide for Australian Government publication.

Further information on understanding, identifying and preventing the insider threat can also be found in the
Australian Security Intelligence Organisation’s Countering the insider threat brochure and Countering the insider
threat: A security manager’s guide publication.

Further information on understanding, identifying and preventing the insider threat can also be found on the United
Kingdom’s National Protective Security Authority’s Insider Risk Guidance website.

Further information on developing, implementing and maintaining an insider threat mitigation program can be found
in the United States’ Cybersecurity & Infrastructure Security Agency’s Insider Threat Mitigation Guide.

Further information on developing, implementing and maintaining an insider threat mitigation program can also be
found in Carnegie Mellon University’s Software Engineering Institute’s Common Sense Guide to Mitigating Insider
Threats, Seventh Edition publication.

Further information on reporting of cybersecurity incidents by service providers can be found in the managed services
and cloud services section of the Guidelines for procurement and outsourcing.

Further information on reporting cybercrime incidents and reporting cybersecurity incidents, including ASD’s limited
use obligation, is available from ASD.

Responding to cybersecurity incidents

Enacting cybersecurity incident response plans

Following a cybersecurity incident being identified, an organisation’s cybersecurity incident response plan should be
enacted.

Control: ISM-1819; Revision: 3; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: ML2, ML3
Following the identification of a cybersecurity incident, the cybersecurity incident response plan is enacted.

Information security manual 20


https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-system-monitoring
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-system-monitoring
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-cybersecurity-documentation
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/incident-response/cybersecurity-incident-response-planning-executive-guidance
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/incident-response/cybersecurity-incident-response-planning-executive-guidance
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/incident-response/cybersecurity-incident-response-planning-practitioner-guidance
https://www.ag.gov.au/integrity/publications/countering-insider-threat-guide-australian-government
https://www.asio.gov.au/countering-insider-threat
https://www.asio.gov.au/outreach
https://www.asio.gov.au/outreach
https://www.npsa.gov.uk/specialised-guidance/insider-risk-guidance
https://www.cisa.gov/resources-tools/resources/insider-threat-mitigation-guide
https://insights.sei.cmu.edu/library/common-sense-guide-to-mitigating-insider-threats-seventh-edition/
https://insights.sei.cmu.edu/library/common-sense-guide-to-mitigating-insider-threats-seventh-edition/
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-procurement-and-outsourcing
https://reportapp.cyber.gov.au/
https://www.cyber.gov.au/report-and-recover/report/report-a-cybersecurity-incident
https://www.cyber.gov.au/report-and-recover/how-we-help-during-a-cybersecurity-incident/limited-use
https://www.cyber.gov.au/report-and-recover/how-we-help-during-a-cybersecurity-incident/limited-use

L] AUSTRALIAN
SIGNALS
- = DIRECTORATE

/ c (‘\ C Australian
Cyber Security
Y D) Centre

Handling and containing data spills

When a data spill occurs, an organisation should inform data owners and restrict access to the data. In doing so,
affected systems can be powered off, have their network connectivity removed or have additional access controls
applied to the data. It should be noted though that powering off systems could destroy data that would be useful for
forensic investigations. Furthermore, users should be made aware of appropriate actions to take in the event of a data
spill, such as not deleting, copying, printing or emailing the data.

Control: ISM-0133; Revision: 2; Updated: Jun-21; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
When a data spill occurs, data owners are advised and access to the data is restricted.

Handling and containing malicious code infections

Taking immediate remediation steps after the discovery of malicious code can minimise the time and cost spent
eradicating and recovering from the infection. As a priority, all infected systems and media should be isolated to
prevent the infection from spreading. Once isolated, infected systems and media can be scanned by antivirus
applications to potentially remove the infection or recover data. It is important to note though, a complete system
restoration from a known good backup or rebuild may be the only reliable way to ensure that malicious code can be
truly eradicated.

Control: ISM-0917; Revision: 8; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
When malicious code is detected, the following steps are taken to handle the infection:

= the infected systems are isolated

= all previously connected media used in the period leading up to the infection are scanned for signs of infection
and isolated if necessary

= antivirus applications are used to remove the infection from infected systems and media
= ifthe infection cannot be reliably removed, systems are restored from a known good backup or rebuilt.

Control: ISM-1969; Revision: 0; Updated: Dec-24; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Malicious code, when stored or communicated, is treated beforehand to prevent accidental execution.

Control: ISM-1970; Revision: 1; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Malicious code processed for cybersecurity incident response or research purposes is done so in a dedicated analysis
environment that is segregated from other systems.

Handling and containing intrusions

When an intrusion is detected on a system, an organisation may wish to allow the intrusion to continue for a short
period of time in order to fully understand the extent of the compromise and to assist with planning intrusion
remediation activities. However, an organisation allowing an intrusion to continue in order to collect data or evidence
should first establish with their legal advisors whether such activities would be breaching the Telecommunications
(Interception and Access) Act 1979.

To increase the likelihood of intrusion remediation activities successfully removing malicious actors from their system,
an organisation can take preventative measures to ensure malicious actors have limited forewarning and awareness
of planned intrusion remediation activities. Specifically, using an alternative system to plan and coordinate intrusion
remediation activities will prevent alerting malicious actors if they have already compromised email, messaging or
collaboration services. In addition, conducting intrusion remediation activities in a coordinated manner during the
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same planned outage will prevent forewarning malicious actors, thereby depriving them of sufficient time to establish
alternative access points or persistence methods on the system.

Following intrusion remediation activities, an organisation should determine whether malicious actors have been
successfully removed from the system, including whether or not they have since reacquired access. This can be
achieved, in part, by capturing and analysing network traffic for at least seven days following remediation activities.

Control: ISM-0137; Revision: 4; Updated: Dec-21; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Legal advice is sought before allowing intrusion activity to continue on a system for the purpose of collecting further
data or evidence.

Control: ISM-1609; Revision: 2; Updated: Dec-21; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
System owners are consulted before allowing intrusion activity to continue on a system for the purpose of collecting
further data or evidence.

Control: ISM-1731; Revision: 0; Updated: Dec-21; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

Planning and coordination of intrusion remediation activities are conducted on a separate system to that which has
been compromised.

Control: ISM-1732; Revision: 0; Updated: Dec-21; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

To the extent possible, all intrusion remediation activities are conducted in a coordinated manner during the same
planned outage.

Control: ISM-1213; Revision: 3; Updated: Sep-23; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

Following intrusion remediation activities, full network traffic is captured for at least seven days and analysed to
determine whether malicious actors have been successfully removed from the system.

Maintaining the integrity of evidence
When gathering evidence following a cybersecurity incident, it is important that it is gathered in an appropriate
manner and that its integrity is maintained. In addition, if ASD is requested to assist with investigations, no actions

which could affect the integrity of evidence should be carried out before ASD becomes involved.

Control: ISM-0138; Revision: 5; Updated: Mar-23; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The integrity of evidence gathered during an investigation is maintained by investigators:

= recording all of their actions

= maintaining a proper chain of custody

= following all instructions provided by relevant law enforcement agencies.
Further information

Further information on cybersecurity incident response plans can be found in the system-specific cybersecurity
documentation section of the Guidelines for cybersecurity documentation.

Further information on handling malicious code infections can be found in National Institute of Standards and
Technology Special Publication 800-61 Rev. 3, Incident Response Recommendations and Considerations for
Cybersecurity Risk Management: A CSF 2.0 Community Profile.
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Guidelines for procurement and outsourcing

Cyber supply chain risk management

Cyber supply chain risk management activities

Cyber supply chain risk management activities should be conducted during the earliest possible stage of procurement
of operating systems, applications, information technology (IT) equipment, operational technology (OT) equipment
and services. In particular, an organisation should consider the security risks that may arise as systems, and their
components, are being designed, built, stored, delivered, installed, operated, maintained and decommissioned. This
includes identifying and managing jurisdictional, governance, privacy and security risks associated with the use of
suppliers, such as software developers, IT equipment manufacturers, OT equipment manufacturers, service providers
and other organisations involved in distribution channels. For example, outsourced cloud services may be located
offshore and subject to lawful and covert data collection without their customers’ knowledge. Additionally, use of
offshore services introduces jurisdictional risks as foreign countries’ laws could change with little warning. Finally,
foreign owned suppliers operating in Australia may be subject to a foreign government’s lawful access to data
belonging to their customers.

When procuring operating systems, applications, IT equipment, OT equipment and services, it is important for an
organisation to choose vendors that have demonstrated a commitment to the security of their products. This will
assist not only with reducing the potential number of vulnerabilities, but also increasing the likelihood that timely
patches, updates or vendor mitigations will be released to remediate any vulnerabilities that are found. Furthermore,
it is important for an organisation to choose suppliers that have demonstrated a commitment to transparency and
that have a strong track record of maintaining the security of their own systems. In support of this, suppliers should
openly provide evidence of their implementation of such commitments, especially when requested by their
customers. Finally, a shared responsibly model which clearly defines the responsibilities of suppliers and their
customers can be highly beneficial and should be created and shared between both parties.

Control: ISM-1631; Revision: 4; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Suppliers of operating systems, applications, IT equipment, OT equipment and services associated with systems are
identified.

Control: ISM-1452; Revision: 6; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
A supply chain risk assessment is performed for suppliers of operating systems, applications, IT equipment, OT
equipment and services in order to assess the impact to a system’s security risk profile.

Control: ISM-1567; Revision: 2; Updated: Sep-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Suppliers identified as high risk by a cyber supply chain risk assessment are not used.

Control: ISM-1568; Revision: 7; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Operating systems, applications, IT equipment, OT equipment and services are procured from suppliers that have
demonstrated a commitment to the security of their products and services.

Control: ISM-1882; Revision: 3; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Operating systems, applications, IT equipment, OT equipment and services are procured from suppliers that have
demonstrated a commitment to transparency for their products and services.

Control: ISM-1632; Revision: 6; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

Operating systems, applications, IT equipment, OT equipment and services are procured from suppliers that have a
strong track record of maintaining the security of their own systems.
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Control: ISM-1569; Revision: 2; Updated: Sep-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
A shared responsibility model is created, documented and shared between suppliers and their customers in order to
articulate the security responsibilities of each party.

Supplier relationship management

Developing, implementing and maintaining a supplier relationship management policy can assist an organisation in
identifying, prioritising and maintaining strong relationships with suppliers that have demonstrated a commitment to
the security of their products and services. In doing so, these suppliers should be recorded on an approved supplier
list.

Control: ISM-1785; Revision: 1; Updated: Dec-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
A supplier relationship management policy is developed, implemented and maintained.

Control: ISM-1786; Revision: 1; Updated: Dec-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
An approved supplier list is developed, implemented and maintained.

Sourcing operating systems, applications, IT equipment, OT equipment and services

In sourcing operating systems, applications, IT equipment, OT equipment and services, an organisation should use
trusted suppliers that they have previously vetted as part of cyber supply chain risk management assessments and
subsequently recorded on their approved supplier list.

Furthermore, in order to support system availability, an organisation should aim to identify multiple potential
suppliers for critical operating systems, applications, IT equipment, OT equipment and services. This coupled with
keeping sufficient spares of critical IT equipment and OT equipment in reserve, can assist in mitigating the impact of
cyber supply chain disruptions.

Control: ISM-1787; Revision: 3; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Operating systems, applications, IT equipment, OT equipment and services are sourced from approved suppliers.

Control: ISM-1788; Revision: 3; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Multiple potential suppliers are identified for sourcing critical operating systems, applications, IT equipment, OT
equipment and services.

Control: ISM-1789; Revision: 2; Updated: Jun-24; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Sufficient spares of critical IT equipment and OT equipment are sourced and kept in reserve.

Delivery of operating systems, applications, IT equipment, OT equipment and services

As part of the delivery of operating systems, applications, IT equipment, OT equipment and services, measures should
be implemented to protect their integrity, noting that such measures will differ depending on whether delivery relates
to digital or physical distribution channels. For example, operating systems and applications may benefit from delivery
via encrypted communication channels while IT equipment and OT equipment may benefit from tracking and tamper-
evident packaging. In doing so, such measures are only beneficial if they are assessed as part of acceptance of
products and services. In all cases, suppliers should be consulted on how best to confirm the integrity of their
products and services.

While ensuring the integrity of operating systems, applications, IT equipment, OT equipment and services is
important, so is ensuring their authenticity. For example, a counterfeit product or service securely delivered is still a
counterfeit product or service that may not operate as intended or pose a risk to the security of a system. To assist in
identifying counterfeit products and services, suppliers should be consulted on how best to confirm the authenticity of
their products and services.
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Control: ISM-1790; Revision: 2; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Operating systems, applications, IT equipment, OT equipment and services are delivered in a manner that maintains
their integrity.

Control: ISM-1791; Revision: 2; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

The integrity of operating systems, applications, IT equipment, OT equipment and services are assessed as part of
acceptance of products and services.

Control: ISM-1792; Revision: 2; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

The authenticity of operating systems, applications, IT equipment, OT equipment and services are assessed as part of
acceptance of products and services.

Further information

Further information on cyber supply chain risk management can be found in the following Australian Signals
Directorate (ASD) publications:

= Choosing secure and verifiable technologies: Executive quidance

= Choosing secure and verifiable technologies

= Cyber supply chain risk management

= |dentifying cyber supply chain risks.

Further information on cyber supply chain risk management can also be found in the following publications:

= Canada’s Canadian Centre for Cyber Security’s Cyber supply chain: An approach to assessing risk

= New Zealand’s National Cyber Security Centre’s Supply Chain Cyber Security: In Safe Hands

= United Kingdom’s National Cyber Security Centre’s Supply chain security guidance

=  United States’ Cybersecurity & Infrastructure Security Agency’s Secure by Demand: Priority Considerations for
Operational Technology Owners and Operators when Selecting Digital Products.

Further information on cyber supply chain risk management can also be found on the United States’ Cybersecurity &
Infrastructure Security Agency’s ICT Supply Chain Resource Library website.

Further information on cyber supply chain integrity can be found in National Institute of Standards and Technology
Special Publication 800-161 Rev. 1, Cybersecurity Supply Chain Risk Management Practices for Systems and

Organizations.

Further information on outsourced products and services can be found in the Department of Home Affairs’ Protective
Security Policy Framework.

Further information on the procurement and use of evaluated operating systems, applications and IT equipment can
be found in the evaluated product procurement and evaluated product use sections of the Guidelines for evaluated

products.

Further information on suppliers that have made a pledge to implement Secure by Design and Secure by Default
principles and practices can be found on the United States’ Cybersecurity & Infrastructure Security Agency’s Secure by

Design Pledge website.
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Managed services and cloud services

Managed services

Managed service providers manage the services of an organisation on their behalf. This may include application
services, authentication services, backup services, desktop services, enterprise mobility services, gateway services,
hosting services, network services, procurement services, security services, support services, and many other
business-related services. In doing so, managed service providers may manage services from their customers’
premises or their own premises. In considering security risks associated with managed services, an organisation
should consider all managed service providers that have access to their facilities, systems or data.

Control: ISM-1736; Revision: 1; Updated: Dec-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
A managed service register is developed, implemented, maintained and verified on a regular basis.

Control: ISM-1737; Revision: 1; Updated: Sep-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
A managed service register contains the following for each managed service:

*  managed service provider’s name

* managed service’s name

= purpose for using the managed service

= sensitivity or classification of data involved

= due date for the next security assessment of the managed service
= contractual arrangements for the managed service

=  point of contact for users of the managed service

= 24/7 contact details for the managed service provider.
Assessment of managed service providers

Managed service providers will need to undergo regular security assessments against the requirements of the
Information security manual (ISM) to determine their security posture and security risks associated with their use.
Following an initial security assessment, subsequent security assessments should focus on any new services that are
being offered as well as any ISM or security-related system changes that have occurred since the previous security
assessment.

Control: ISM-1793; Revision: 1; Updated: Dec-24; Applicability: NC, OS, P, S; Essential Eight: N/A

Managed service providers and their non-classified, OFFICIAL: Sensitive, PROTECTED and SECRET managed services
undergo an Infosec Registered Assessor Program (IRAP) assessment, using the latest release of the ISM available prior
to the beginning of the IRAP assessment (or a subsequent release), at least every 24 months.

Control: ISM-1971; Revision: 0; Updated: Dec-24; Applicability: TS; Essential Eight: N/A

Managed service providers and their TOP SECRET managed services, including sensitive compartmented information
managed services, undergo a security assessment by ASD assessors (or their delegates), using the latest release of the
ISM available prior to the beginning of the security assessment (or a subsequent release), at least every 24 months.
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Outsourced cloud services

Outsourcing can be a cost-effective option for providing cloud services, as well as potentially delivering a superior
service. However, outsourcing can affect an organisation’s security risk profile. Ultimately, an organisation will still
need to decide whether a particular outsourced cloud service represents an acceptable security risk and, if
appropriate to do so, authorise it for their own use.

Control: ISM-1637; Revision: 2; Updated: Dec-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
An outsourced cloud service register is developed, implemented, maintained and verified on a regular basis.

Control: ISM-1638; Revision: 3; Updated: Sep-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
An outsourced cloud service register contains the following for each outsourced cloud service:

= cloud service provider’s name

= cloud service’s name

= purpose for using the cloud service

= sensitivity or classification of data involved

= due date for the next security assessment of the cloud service
= contractual arrangements for the cloud service

= point of contact for users of the cloud service

= 24/7 contact details for the cloud service provider.

Control: ISM-1529; Revision: 2; Updated: Dec-21; Applicability: S, TS; Essential Eight: N/A
Only community or private clouds are used for outsourced SECRET and TOP SECRET cloud services.

Assessment of outsourced cloud service providers

Outsourced cloud service providers and their cloud services will need to undergo regular security assessments against
the requirements of the ISM to determine their security posture and security risks associated with their use. Following
an initial security assessment, subsequent security assessments should focus on any new cloud services that are being
offered as well as any ISM or security-related system changes that have occurred since the previous security
assessment.

Control: ISM-1570; Revision: 2; Updated: Dec-24; Applicability: NC, OS, P, S; Essential Eight: N/A

Outsourced cloud service providers and their non-classified, OFFICIAL: Sensitive, PROTECTED and SECRET cloud services
undergo an IRAP assessment, using the latest release of the ISM available prior to the beginning of the IRAP
assessment (or a subsequent release), at least every 24 months.

Control: ISM-1972; Revision: 0; Updated: Dec-24; Applicability: TS; Essential Eight: N/A

Outsourced cloud service providers and their TOP SECRET cloud services, including sensitive compartmented
information cloud services, undergo a security assessment by ASD assessors (or their delegates), using the latest
release of the ISM available prior to the beginning of the security assessment (or a subsequent release), at least every
24 months.
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Contractual security requirements with service providers

Obligations for protecting data are no different when using a managed service or cloud service than when using an in-
house service. As such, contractual arrangements with service providers should address how data entrusted to them,
including to any of their subcontractors, will be protected during contractual arrangements and following the
completion or termination of such contractual arrangements. However, in some cases an organisation may require
managed services or cloud services to be used before all security requirements have been implemented by a service
provider. In such cases, contractual arrangements with service providers should include appropriate timeframes for
the implementation of security requirements and break clauses if these are not achieved.

In addition, although data ownership resides with service providers’ customers, this can become less clear in some
circumstances, such as when legal action is taken and a service provider is asked to provide access to, or data from,
their assets. To mitigate the likelihood of data being unavailable or compromised, an organisation can document the
types of data and its ownership in contractual arrangements with service providers.

Furthermore, an organisation may make the decision to move from their current service provider for strategic,
operational or governance reasons. This may involve changing to another service provider, moving to a different
service with the same service provider or moving back to an on-premises solution. In many cases, transferring data
and functionality between old and new services or systems will be desired. Service providers can assist their
customers by ensuring data is as portable as possible and that as much data can be exported as possible. As such, data
should be stored in a documented format, preferably an open standard, noting that undocumented or proprietary
formats may make it more difficult for an organisation to perform backup, service migration or service
decommissioning activities.

Finally, to ensure that an organisation is given sufficient time to download their data or move to another service
provider should a service provider cease offering a particular service, a one-month notification period should be
documented in contractual arrangements with service providers.

Control: ISM-1395; Revision: 7; Updated: Dec-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Service providers, including any subcontractors, provide an appropriate level of protection for any data entrusted to
them or their services.

Control: ISM-0072; Revision: 9; Updated: Dec-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

Security requirements associated with the confidentiality, integrity and availability of data are documented in
contractual arrangements with service providers and reviewed on a regular and ongoing basis to ensure they remain
fit for purpose.

Control: ISM-1571; Revision: 3; Updated: Dec-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The right to verify compliance with security requirements is documented in contractual arrangements with service
providers.

Control: ISM-1738; Revision: 1; Updated: Dec-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The right to verify compliance with security requirements documented in contractual arrangements with service
providers is exercised on a regular and ongoing basis.

Control: ISM-1804; Revision: 0; Updated: Dec-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Break clauses associated with failure to meet security requirements are documented in contractual arrangements with
service providers.

Control: ISM-0141; Revision: 8; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

The requirement for service providers to report cybersecurity incidents to a designated point of contact as soon as
possible after they occur or are discovered is documented in contractual arrangements with service providers.
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Control: ISM-1794; Revision: 1; Updated: Dec-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
A minimum notification period of one month by service providers for significant changes to their own service provider
arrangements is documented in contractual arrangements with service providers.

Control: ISM-1451; Revision: 4; Updated: Dec-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Types of data and its ownership is documented in contractual arrangements with service providers.

Control: ISM-1572; Revision: 3; Updated: Jun-23; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The regions or availability zones where data will be processed, stored and communicated, as well as a minimum
notification period for any configuration changes, is documented in contractual arrangements with service providers.

Control: ISM-1573; Revision: 3; Updated: Dec-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Access to all logs relating to an organisation’s data and services is documented in contractual arrangements with
service providers.

Control: ISM-1574; Revision: 3; Updated: Dec-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
The storage of data in a portable manner that allows for backups, service migration and service decommissioning
without any loss of data is documented in contractual arrangements with service providers.

Control: ISM-1575; Revision: 1; Updated: Dec-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
A minimum notification period of one month for the cessation of any services by a service provider is documented in
contractual arrangements with service providers.

Access to systems by service providers

To perform their contracted duties, service providers may need to access their customers’ systems. However, without
proper controls in place, this could leave systems vulnerable — especially when access occurs from outside of
Australian borders. As such, an organisation should ensure that their systems are not accessed or administered by
service providers unless such requirements, and associated measures to control such requirements, are documented
in contractual arrangements with service providers. In doing so, it is important that sufficient measures are also in
place to detect and record any unauthorised access, such as customer support representatives or platform engineers
accessing encryption keys. In such cases, the service provider should immediately report the cybersecurity incident to
their customer and make available all logs pertaining to the unauthorised access.

Control: ISM-1073; Revision: 7; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
An organisation’s systems are not accessed or administered by a service provider unless a contractual arrangement
exists between the organisation and the service provider to do so.

Control: ISM-1576; Revision: 4; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

If an organisation’s systems are accessed or administered by a service provider in an unauthorised manner, the
organisation is immediately notified.

Further information

Further information on the use of outsourced cloud services can be found in the service continuity for online services
section of the Guidelines for networking.

Further information on the use of outsourced gateway services can be found in the gateways section of the Guidelines

for gateways.

Further information on managed service providers can be found in ASD’s How to manage your security when engaging
a managed service provider and Questions to ask managed service providers publications.
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Further information on the definition of cloud computing can be found in National Institute of Standards and
Technology Special Publication 800-145, The NIST Definition of Cloud Computing.

Further information on securing cloud services can be found in the following ASD publications:

= Cloud computing security for cloud service providers

= Cloud computing security for executives

= (Cloud computing security for tenants.

Further information on conducting security assessments of cloud service providers can be found in ASD’s Cloud
assessment and authorisation and Cloud assessment and authorisation FAQ publications.

Further information on the purpose of IRAP is available from ASD.

Further information on reporting cybersecurity incidents can be found in the reporting cybersecurity incidents section
of the Guidelines for cybersecurity incidents.
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Guidelines for cybersecurity documentation

Development and maintenance of cybersecurity documentation

Cybersecurity strategy

A cybersecurity strategy articulates an organisation’s vision, guiding principles, objectives and priorities for
cybersecurity, typically over a five-year period. In addition, a cybersecurity strategy may also cover an organisation’s
threat environment, cybersecurity initiatives or investments the organisation plans to make as part of its cybersecurity
program. Without a cybersecurity strategy, an organisation risks failing to adequately plan for and manage security
and business risks within their organisation.

Control: ISM-0039; Revision: 7; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
A cybersecurity strategy is developed, implemented and maintained.

Approval of cybersecurity documentation

If cybersecurity documentation is not reviewed and approved by an appropriate authority, system owners risk failing
in their duty to ensure that appropriate controls have been identified and implemented for systems and their
operating environments. In doing so, it is important that a system’s security architecture, as outlined within the
system security plan and supported by the cybersecurity incident response plan, change and configuration
management plan, and continuous monitoring plan, is approved by the system’s authorising officer prior to the
development of the system.

Control: ISM-0047; Revision: 5; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Organisational-level cybersecurity documentation is approved by the chief information security officer while system-
specific cybersecurity documentation is approved by the system’s authorising officer.

Control: ISM-1739; Revision: 0; Updated: Mar-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
A system’s security architecture is approved prior to the development of the system.

Maintenance of cybersecurity documentation

Threat environments are dynamic. If cybersecurity documentation is not kept up to date to reflect the current threat
environment, policies, processes and procedures may cease to be effective. In such a situation, resources could be
devoted to cybersecurity initiatives or investments that have reduced effectiveness or are no longer relevant.

Control: ISM-0888; Revision: 6; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

Cybersecurity documentation is reviewed at least annually and includes a ‘current as at [date]’ or equivalent
statement.

Communication of cybersecurity documentation
It is important that once cybersecurity documentation has been approved, it is published and communicated to all
stakeholders. If cybersecurity documentation is not communicated to stakeholders, they will be unaware of what

policies and procedures have been implemented for systems.

Control: ISM-1602; Revision: 1; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Cybersecurity documentation, including notification of subsequent changes, is communicated to all stakeholders.
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Further information

Further information on system-specific cybersecurity documentation, such as a system security plan, cybersecurity
incident response plan, change and configuration management plan, continuous monitoring plan, security assessment
report and plan of action and milestones, can be found in the following section of these guidelines.

Further information on system registers can be found in the chief information security officer section of the Guidelines
for cybersecurity roles.

Further information on business continuity and disaster recovery plans can be found in the chief information security
officer section of the Guidelines for cybersecurity roles.

Further information on cybersecurity communication strategies can be found in the chief information security officer
section of the Guidelines for cybersecurity roles.

Further information on cybersecurity incident management policy can be found in the managing cybersecurity
incidents section of the Guidelines for cybersecurity incidents.

Further information on cybersecurity incident registers can be found in the managing cybersecurity incidents section
of the Guidelines for cybersecurity incidents.

Further information on supplier relationship management policy can be found in the cyber supply chain risk
management section of the Guidelines for procurement and outsourcing.

Further information on approved supplier lists can be found in the cyber supply chain risk management section of the
Guidelines for procurement and outsourcing.

Further information on managed service registers can be found in the managed services and cloud services section of
the Guidelines for procurement and outsourcing.

Further information on outsourced cloud service registers can be found in the managed services and cloud services
section of the Guidelines for procurement and outsourcing.

Further information on authorised radio frequency and infrared device registers can be found in the facilities and
systems section of the Guidelines for physical security.

Further information on authorised medical device registers can be found in the facilities and systems section of the
Guidelines for physical security.

Further information on cybersecurity awareness training registers can be found in the cybersecurity awareness
training section of the Guidelines for personnel security.

Further information on system usage policy can be found in the access to systems and their resources section of the
Guidelines for personnel security.

Further information on cable registers can be found in the cabling infrastructure section of the Guidelines for
communications infrastructure.

Further information on floor plan diagrams can be found in the cabling infrastructure section of the Guidelines for
communications infrastructure.

Further information on cable labelling processes and procedures can be found in the cabling infrastructure section of
the Guidelines for communications infrastructure.
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Further information on telephone system usage policy can be found in the telephone systems section of the
Guidelines for communications systems.

Further information on denial of service response plans for video conferencing and Internet Protocol telephony
services can be found in the video conferencing and Internet Protocol telephony section of the Guidelines for
communications systems.

Further information on fax machine and multifunction device usage policy can be found in the fax machines and
multifunction devices section of the Guidelines for communications systems.

Further information on mobile device management policy can be found in the mobile device management section of
the Guidelines for enterprise mobility.

Further information on mobile device usage policy can be found in the mobile device usage section of the Guidelines
for enterprise mobility.

Further information on mobile device emergency sanitisation processes and procedures can be found in the mobile
device usage section of the Guidelines for enterprise mobility.

Further information on information technology (IT) equipment management policy can be found in the IT equipment
usage section of the Guidelines for information technology equipment.

Further information on networked and non-networked IT equipment registers can be found in the IT equipment usage
section of the Guidelines for information technology equipment.

Further information on IT equipment sanitisation processes and procedures can be found in the IT equipment
sanitisation and destruction section of the Guidelines for information technology equipment.

Further information on IT equipment destruction processes and procedures can be found in the IT equipment
sanitisation and destruction section of the Guidelines for information technology equipment.

Further information on IT equipment disposal processes and procedures can be found in the IT equipment disposal
section of the Guidelines for information technology equipment.

Further information on media management policy can be found in the media usage section of the Guidelines for
media.

Further information on removable media usage policy can be found in the media usage section of the Guidelines for
media.

Further information on removable media registers can be found in the media usage section of the Guidelines for
media.

Further information on media sanitisation processes and procedures can be found in the media sanitisation section of
the Guidelines for media.

Further information on media destruction processes and procedures can be found in the media destruction section of
the Guidelines for media.

Further information on media disposal processes and procedures can be found in the media disposal section of the
Guidelines for media.

Further information on system administration processes and procedures can be found in the system administration
section of the Guidelines for system management.

Information security manual 33


https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-communications-systems
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-communications-systems
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-communications-systems
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-communications-systems
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-enterprise-mobility
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-enterprise-mobility
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-enterprise-mobility
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-enterprise-mobility
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-information-technology-equipment
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-information-technology-equipment
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-information-technology-equipment
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-information-technology-equipment
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-information-technology-equipment
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-media
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-media
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-media
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-media
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-media
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-media
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-media
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-media
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-media
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism/cybersecurity-guidelines/guidelines-system-management

L] AUSTRALIAN
SIGNALS
- = DIRECTORATE

/ C c C Austalian
ber Securit
Al O Conme o

Further information on patch management processes and procedures can be found in the system patching section of
the Guidelines for system management.

Further information on software registers can be found in the system patching section of the Guidelines for system
management.

Further information on digital preservation policy can be found in the data backup and restoration section of the
Guidelines for system management.

Further information on data backup processes and procedures can be found in the data backup and restoration
section of the Guidelines for system management.

Further information on data restoration processes and procedures can be found in the data backup and restoration
section of the Guidelines for system management.

Further information on event logging policy can be found in the event logging and monitoring section of the
Guidelines for system monitoring.

Further information on software developer cybersecurity knowledge and skills registers can be found in the software
development fundamentals section of the Guidelines for software development.

Further information on vulnerability disclosure policy can be found in the software development fundamentals section
of the Guidelines for software development.

Further information on vulnerability disclosure processes and procedures can be found in the software development
fundamentals section of the Guidelines for software development.

Further information on database registers can be found in the databases section of the Guidelines for database
systems.

Further information on email usage policy can be found in the email usage section of the Guidelines for email.

Further information on network diagrams can be found in the network design and configuration section of the
Guidelines for networking.

Further information on cryptographic key management processes and procedures can be found in the cryptographic
fundamentals section of the Guidelines for cryptography.

Further information on web usage policy can be found in the web proxies section of the Guidelines for gateways.

Further information on data transfer processes and procedures can be found in the data transfers section of the
Guidelines for data transfers.

System-specific cybersecurity documentation

System-specific cybersecurity documentation

System-specific cybersecurity documentation, such as a system security plan, cybersecurity incident response plan,
change and configuration management plan, continuous monitoring plan, security assessment report, and plan of
action and milestones, supports the accurate and consistent application of policies, processes and procedures for
systems. As such, it is important that they are developed by personnel with a good understanding of business
requirements, technologies being used and cybersecurity matters.
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System-specific cybersecurity documentation may be presented in a number of formats, including in wikis or other
forms of document repositories. Furthermore, depending on the documentation framework used, details common to
multiple systems could be consolidated into higher level cybersecurity documentation.

System security plan
The system security plan provides an overview of the system (covering the system’s purpose, the system boundary
and how the system is managed) as well as an annex that describes the controls that have been identified and

implemented for the system.

There can be many stakeholders involved in developing and maintaining a system security plan. This can include
representatives from:

=  cybersecurity teams
=  project teams who deliver the capability (including contractors)
= support teams who operate and support the capability
= data owners for data processed, stored or communicated by the system
= users for whom the capability is being developed.
Control: ISM-0041; Revision: 6; Updated: Jun-24; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Systems have a system security plan that includes an overview of the system (covering the system’s purpose, the

system boundary and how the system is managed) as well as an annex that covers applicable controls from this
document and any additional controls that have been identified and implemented.

Cybersecurity incident response plan
Having a cybersecurity incident response plan ensures that when a cybersecurity incident occurs, a plan is in place to
respond appropriately to the situation. In most situations, the aim of the response will be to prevent the cybersecurity

incident from escalating, restore any impacted system or data, and preserve any evidence.

Control: ISM-0043; Revision: 6; Updated: Mar-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Systems have a cybersecurity incident response plan that covers the following:

= guidelines on what constitutes a cybersecurity incident

= the types of cybersecurity incidents likely to be encountered and the expected response to each type

= how to report cybersecurity incidents, internally to an organisation and externally to relevant authorities
= other parties which need to be informed in the event of a cybersecurity incident

= the authority, or authorities, responsible for investigating and responding to cybersecurity incidents

= the criteria by which an investigation of a cybersecurity incident would be requested from a law enforcement
agency, the Australian Signals Directorate or other relevant authority

= the steps necessary to ensure the integrity of evidence relating to a cybersecurity incident

= system contingency measures or a reference to such details if they are located in a separate document.
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Change and configuration management plan

Having a change and configuration management plan ensures that changes to the configuration of systems can be
made in an accountable manner, with appropriate consultation, consideration and approvals, in order to maintain the
security of such systems. Furthermore, change management and configuration management processes and
procedures provide an opportunity for the security impact of changes to configuration of systems to be considered
and, if necessary, additional risk management activities to be undertaken.

Control: ISM-0912; Revision: 6; Updated: Jun-25; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Systems have a change and configuration management plan that includes:

= the establishment and maintenance of authorised baseline configurations for systems

= what constitutes routine and urgent changes to the configuration of systems

= how changes to the configuration of systems will be requested, tracked and documented

= who needs to be consulted prior to routine and urgent changes to the configuration of systems
= who needs to approve routine and urgent changes to the configuration of systems

= who needs to be notified of routine and urgent changes to the configuration of systems

=  what additional change management and configuration management processes and procedures need to be
followed before, during and after routine and urgent changes to the configuration of systems.

Continuous monitoring plan

A continuous monitoring plan can assist an organisation in proactively identifying, prioritising and responding to
vulnerabilities. Measures to monitor and manage vulnerabilities in systems can also provide an organisation with a
wealth of valuable information about their exposure to cyberthreats, as well as assisting them to determine security
risks associated with the operation of their systems. Undertaking continuous monitoring activities is important as
cyberthreats and the effectiveness of controls will change over time.

Three types of continuous monitoring activities are vulnerability scans, vulnerability assessments and penetration
tests. A vulnerability scan involves using tools to conduct automated checks for known vulnerabilities whereas a
vulnerability assessment typically consists of a review of a system’s architecture or an in-depth hands-on assessment.
In each case, the goal is to identify as many vulnerabilities as possible. A penetration test however is designed to
exercise real-world scenarios in an attempt to achieve a specific goal, such as compromising critical system
components or data. Regardless of the continuous monitoring activities chosen, they should be conducted by suitably
skilled personnel independent of the system being assessed. Such personnel can be internal to an organisation or
from a third party. This ensures that there is no conflict of interest, perceived or otherwise, and that the activities are
undertaken in an objective manner.

Control: ISM-1163; Revision: 10; Updated: Sep-23; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Systems have a continuous monitoring plan that includes:

= conducting vulnerability scans for systems at least fortnightly

=  conducting vulnerability assessments and penetration tests for systems prior to deployment, including prior to
deployment of significant changes, and at least annually thereafter

= analysing identified vulnerabilities to determine their potential impact
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= implementing mitigations based on risk, effectiveness and cost.
Security assessment report
At the conclusion of a security assessment for a system, a security assessment report should be produced by the
assessor. This will assist the system owner in performing any initial remediation actions as well as guiding the
development of the system’s plan of action and milestones.
Control: ISM-1563; Revision: 1; Updated: Jun-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
At the conclusion of a security assessment for a system, a security assessment report is produced by the assessor and
covers:

= the scope of the security assessment

= the system’s strengths and weaknesses

= security risks associated with the operation of the system

= the effectiveness of the implementation of controls

= any recommended remediation actions.

Plan of action and milestones

At the conclusion of a security assessment for a system, and after the production of a security assessment report by
the assessor, a plan of action and milestones should be produced by the system owner. This will assist with tracking
any of the system’s identified weaknesses and recommended remediation actions identified during the security
assessment.

Control: ISM-1564; Revision: 0; Updated: May-20; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
At the conclusion of a security assessment for a system, a plan of action and milestones is produced by the system
owner.

Further information
To assist with the development of system-specific cybersecurity documentation, a system security plan annex

template, and an equivalent cloud controls matrix template, are available from the Australian Signals Directorate’s
Information security manual webpage.
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Guidelines for physical security

Facilities and systems

Physical access to systems

The application of the defence-in-depth principle to the protection of systems is enhanced through the use of
successive layers of physical security. The first layer of physical security generally being the use of a security zone for
facilities that contain systems.

Deployable platforms should also meet physical security requirements. Notably, physical security certification
authorities dealing with deployable platforms may have specific requirements that supersede the controls in these
guidelines. This may include perimeter controls, building standards and staffing levels. As such, an organisation
implementing deployable platforms should contact their physical security certification authority to seek additional
guidance.

Control: ISM-1973; Revision: 0; Updated: Dec-24; Applicability: NC; Essential Eight: N/A
Non-classified systems are secured in suitably secure facilities.

Control: ISM-0810; Revision: 7; Updated: Dec-24; Applicability: OS, P, S, TS; Essential Eight: N/A
Classified systems are secured in facilities that meet the requirements for a security zone suitable for their
classification.

Physical access to servers, network devices and cryptographic equipment

The second layer of physical security is the use of an additional security zone for a server room or communications
room. This is then further supplemented by the use of security containers for the protection of servers, network
devices and cryptographic equipment.

Control: ISM-1974; Revision: 0; Updated: Dec-24; Applicability: NC; Essential Eight: N/A
Non-classified servers, network devices and cryptographic equipment are secured in suitably secure server rooms or
communications rooms.

Control: ISM-1053; Revision: 5; Updated: Dec-24; Applicability: OS, P, S, TS; Essential Eight: N/A
Classified servers, network devices and cryptographic equipment are secured in server rooms or communications
rooms that meet the requirements for a security zone suitable for their classification.

Control: ISM-1975; Revision: 0; Updated: Dec-24; Applicability: NC; Essential Eight: N/A
Non-classified servers, network devices and cryptographic equipment are secured in suitably secure security
containers.

Control: ISM-1530; Revision: 3; Updated: Dec-24; Applicability: OS, P, S, TS; Essential Eight: N/A
Classified servers, network devices and cryptographic equipment are secured in security containers suitable for their
classification taking into account the combination of security zones they reside in.

Control: ISM-0813; Revision: 5; Updated: Dec-24; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Server rooms, communications rooms and security containers are not left in unsecured states.

Control: ISM-1074; Revision: 4; Updated: Dec-24; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

Keys or equivalent access mechanisms to server rooms, communications rooms and security containers are
appropriately controlled.
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Physical access to network devices in public areas

Unprotected network devices in public areas could lead to accidental or deliberate physical damage resulting in an
interruption of services. Alternatively, unauthorised access to network devices may allow malicious actors to reset
them to factory default settings, thereby removing any controls, or connect directly to them in order to bypass
network access controls. Even if access to network devices is not gained by resetting them to factory default settings,
it is highly likely that it will cause an interruption of services.

Physical access to network devices can be restricted through the implementation of physical security, such as using
enclosures that prevent access to their console ports and factory reset buttons, mounting them on ceilings or behind
walls, or securing them in security containers.

Control: ISM-1296; Revision: 4; Updated: Jun-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Physical security is implemented to protect network devices in public areas from physical damage or unauthorised
access.

Bringing radio frequency and infrared devices into facilities

Radio frequency (RF) devices, such as mobile devices, wireless keyboards and Bluetooth devices, as well as infrared
(IR) devices, can pose a security risk to an organisation, especially when they are capable of recording or transmitting
audio or data. In SECRET and TOP SECRET areas, it is important that an organisation understands the security risks
associated with the introduction of RF and IR devices and develop, implement, maintain and regularly verify a register
of those that have been authorised for use in such environments.

In deciding which RF or IR devices to authorise to be brought into SECRET and TOP SECRET areas, an organisation
should consider any mitigating measures already in place, such as whether IR communications would be prevented
from travelling outside secured spaces, whether systems of different sensitivities or classifications are used in the
same spaces, and if any temporary or permanent method of blocking RF or IR transmissions has been applied to the
facility.

Control: ISM-1543; Revision: 4; Updated: Dec-22; Applicability: S, TS; Essential Eight: N/A
An authorised RF and IR device register for SECRET and TOP SECRET areas is developed, implemented, maintained and
verified on a regular basis.

Control: ISM-0225; Revision: 3; Updated: Sep-21; Applicability: S, TS; Essential Eight: N/A
Unauthorised RF and IR devices are not brought into SECRET and TOP SECRET areas.

Control: ISM-0829; Revision: 4; Updated: Mar-19; Applicability: S, TS; Essential Eight: N/A
Security measures are used to detect and respond to unauthorised RF devices in SECRET and TOP SECRET areas.

Bringing medical devices into facilities

Medical devices are devices approved by the Therapeutic Goods Administration under the Therapeutic Goods
(Medical Devices) Requlations 2002 for diagnostic or therapeutic purposes. The use of medical devices in SECRET and
TOP SECRET areas requires active management, similar to RF devices, as they may contain communications
functionality that could compromise the physical security of SECRET or TOP SECRET areas or systems within such
areas.

Control: ISM-2007; Revision: 0; Updated: Mar-25; Applicability: S, TS; Essential Eight: N/A
An authorised medical device register for SECRET and TOP SECRET areas is developed, implemented, maintained and
verified on a regular basis.
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Control: ISM-2008; Revision: 0; Updated: Mar-25; Applicability: S, TS; Essential Eight: N/A
Medical devices that are authorised to be brought into SECRET and TOP SECRET areas meet, at a minimum, the
following criteria:

= are listed on the Australian Register of Therapeutic Goods

= have been prescribed by a legally qualified medical practitioner

= have been commercially purchased within Australia

= do not have inbuilt cellular connectivity

= are capable of operating independently of mobile devices

= where possible, have Wi-Fi, Bluetooth and other forms of wireless connectivity disabled when operating within
SECRET and TOP SECRET areas.

Control: ISM-2009; Revision: 0; Updated: Mar-25; Applicability: S, TS; Essential Eight: N/A
Unauthorised medical devices are not brought into SECRET and TOP SECRET areas.

Preventing observation by unauthorised people

Without sufficient perimeter security, the inside of a facility is often observable by unauthorised people, such as via
direct observation or by using equipment with a telephoto lens. Ensuring systems, in particular workstation displays
and keyboards, are not visible through windows, such as via the use of blinds, curtains, privacy films or workstation
positioning, will assist in reducing this security risk.

Control: ISM-0164; Revision: 3; Updated: Dec-21; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
Unauthorised people are prevented from observing systems, in particular workstation displays and keyboards, within
facilities.

Further information

Further information on the certification and accreditation authorities for physical security can be found in the
Department of Home Affairs’ Protective Security Policy Framework.

Further information on the physical security requirements for specific security zones can be found in the Department
of Home Affairs’ Protective Security Policy Framework.

Further information on selecting security zones and security containers for the protection of information technology
(IT) equipment can be found in the Department of Home Affairs’ Protective Security Policy Framework.

Further information on emanation security considerations associated with usage of RF devices in SECRET and TOP
SECRET areas can be found in the emanation security section of the Guidelines for communications infrastructure.

Further information on medical devices approved by the Therapeutic Goods Administration for diagnostic or
therapeutic purposes can be found on the Australian Register of Therapeutic Goods.
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